
Radiant Mercury 
Information Guard

Reviewer: 
• Review free text
• Validate security markings
• Review binary data
• Apply digital signature

Radiant Mercury (RM)

Information Review Process (IRP)

Producer:
• Create an image file

Dissemination Rules
• Validate digital signatures
• Guard/Sanitize based on IC & 

site approved guidelines
• Disseminate to appropriate 

network

Security Boundary

Operational Environment

QC Rules
• Apply QC rules
• Apply digital 

signature

NETWORK ‘A’ NETWORK ‘B’ NETWORK ‘C’ NETWORK ‘D’

RMIG is 
a System of Systems

Information Review 
Process

A front end processor 
that assists an operator 
performing a Reliable 
Human Review (RHR)
Requires the producer 
and  reviewer to digitally 
sign the product
Consists of two servers 
(IRP & KDS)

Radiant Mercury
Verifies digital 
signatures
Guards NITF files based 
on contents of metadata 
fields
One server, dedicated 
solely to  RM RMIG has been accredited by DIA as semi-automated imagery guard at: 

US Joint Forces Command - Joint Forces Intelligence Command, Norfolk, VA
US European Command - Joint Analysis Center, Molesworth, UK
US Pacific Command - Joint Intelligence Center, Pacific, Pearl Harbor, HI
US Central Command - Joint Intelligence Center, Tampa, FL


